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Protecting Euro-ISDN systems and telecommunication environments against

eavesdropping

Top-security encryption of telephone calls, data, faxes
and video conferences

n SYSTEMS 2001, Munich — Rohde & Schwarz SIT has developed the Euro-

ISDN encryption unit TopSec730 for comprehensive protection of the

telecommunication environments in business enterprises and public authorities. The

unit comes in a 19" cabinet and is connected into the S2M link; it provides simultaneous

encryption of up to 30 connections. All ISDN services, such as telephone calls, faxes,

data transmission and video conferences with a remote TopSec station, can be reliably

protected against espionage or other misuse.

With the TopSec730, Rohde & Schwarz SIT adds a solution for ISDN systems to its TopSec

encryption products for secure communication. When the TopSec730 is connected to the S2M

link, all information transmitted via Euro-ISDN will be reliably encrypted, if required. To

activate the crypto mode, a defined code number has to be dialled before the number of the

called station. The two TopSec stations then agree on a 128-bit key, which is randomly

selected from 1038 (10 to the power of 38) possibilities and erased as soon as the connection

is terminated. An asymmetrical 1024-bit algorithm is used for the key agreement. The

combination of the two different encryption methods provides maximum security.

The TopSec730 encryption unit for Euro-ISDN systems is available now from Rohde &

Schwarz.

Rohde & Schwarz

The Rohde & Schwarz group of companies with headquarters in  Munich develops, produces and markets

communications and T&M instruments and systems with the emphasis on mobile radio, broadcasting, EMC

measurements, general-purpose and RF test equipment, radiomonitoring and radiolocation, radiocommunications as

well as communication security. Rohde & Schwarz has subsidiaries and representatives in over 70 countries. The

group with its 5.000 employees achieves an annual turnover in excess of 800 million Euro worldwide.



- 2 -

ROHDE & SCHWARZ GmbH & Co. KG ⋅ Pressestelle
81671 München ⋅ Mühldorfstr. 15 ⋅ Tel. 089/4129-11765 ⋅ Fax 089/4129-13208 ⋅ www.rohde-schwarz.com

Rohde & Schwarz SIT GmbH

Rohde & Schwarz SIT GmbH, a subsidiary of Rohde & Schwarz GmbH & Co. KG, offers solutions to security problems

in information technology. Key activities are the development of crypto products for the protection of data in modern

information and communication systems as well as consulting and IT security analyses for industry and government

authorities.
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